CAPABILITY
STATEMENT

—

i 1C AEROSPACE

C ON S ULTI NG

CYBER SECURITY

Our information security team has a combined 30+ years of experience working in Defence security domains.
This experience, coupled with an operational focus, allows us to understand the delicate balance between system
security and system functionality, establishing the most comprehensive and user-focused security solutions possible.

INFOSEC REGISTERED ASSESSOR
PROGRAM (IRAP) ASSESSMENT

ACSC endorsed personnel providing services to secure broader industry
and Australian Government systems and data (SECRET and below).

IS0 27001 AUDIT AND CERTIFICATION

ISO/IEC 27001 is widely known for providing requirements for
Information Security Management Systems (ISMS), and there are

more than a dozen standards in the ISO/IEC 27000 family. Using them
enables organisations to manage the security of assets such as financial
information, intellectual property, employee details or information
entrusted by third parties.

CERTIFICATION & ACCREDITATION ASSISTANCE
Guiding customers through the C&A requirements, including:

+ Assistance in system documentation creation

+ SME advice on the C&A process

+ Security assessments of network

+ Ongoing support after submission

DESIGN AND REMEDIATION

Technical and administrative development and remediation
of identified gaps, including:

+ Knowledge of configuration management processes

+ Vendor agnostic solutions

* High level of expertise

SECURITY AND ADMINISTRATIVE PERSONNEL
Client-embedded roles, including Information Technology Security
Officer (ITSO) and System Administrators. To assist with maintaining the
security of the system.

EDUCATION, AWARENESS AND TRAINING

Training and education at all levels, emphasising risks associated with
cyber threats and potential impacts.

WHY PAC?

+ We deliver end-to-end support based
on the user experience, working
with our clients to solve their unique
problems.

+ We understand the delicate balance
of operational necessity and
regulatory controls, going above
and beyond to support our clients
throughout the process.

+ We empower our partners with the
knowledge to ensure success.

CONTACT US

PACIFIC AEROSPACE CONSULTING

(PAC PTY. LTD.)
A wholly-owned
Australian company

ABN 58 112 563 210
ISO 9001:2015 Certified

infosec@pacaerocon.com.au




