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This document contains an overview of the security and privacy techniques involved in
delivering the Glory League video system.

Glory League manages IT systems for customers onsite and in the Cloud. In both instances,
Glory League aims to follow industry best practice to ensure the security and reliability of
these services.

ONSITE SERVICES

Glory League’s onsite systems consist of IP Camera(s), Network Switch(es), and a Video
Server for running the camera system.

IP Camera(s):

- Camera is configured with a Username and Password to restrict access

- Camera firmware is remotely updated when manufacturer releases security updates

- Camera(s) only records when games are being played on the court, and do not record at
other times

- Camera(s) are installed in locations that are not physically accessible to the
participants using the venue

Video Server:

- Runs Ubuntu Linux 22.04 LTS edition. Security updates and patches applied every night
by automated systems

- All communication between the video server and Glory League is encrypted

- Video server is monitored 24/7 and Glory League is notified when any downtime occurs
on the server or camera(s)

- The video server does not run any non-essential services

Network:

- Glory League can work with the venue’s IT provider to lock down Glory League
equipment and restrict access to other services running on the network that Glory
League does not require access to

CLOUD SERVICES

Glory League runs a variety of Cloud services hosted by Amazon Web Services based in
Australia. We use a variety of techniques to ensure the security of our systems and the
privacy of our user’s data.

- All data transmitted between Glory League services and customers is encrypted with
HTTPS

- All software involved in delivering the Glory League service has regular security
updates applied

- Users are only able to access content they have been given access to. Users can not
watch video footage for other participants. This privacy measure is regularly checked by
automated testing systems

- Users who sign up to access Glory League are vetted to ensure they are permitted to
access any content they are requesting
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